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app, including route details (such as date and time, start and 

finish locations, distance travelled); 

• Usage data including access dates and times, app features,

pages viewed, browser type, app crashes and other system

activity; and

• Device data including hardware models, device IP addresses 

or other unique device identifiers, operating systems and 

versions, software, advertising identifiers, device motion 

data and mobile network data.

TELECOMMUNICATIONS INFORMATION 

Telecommunications Data has the meaning given in section 

276(1) of the Telecommunications Act 1997 (Cth) (as amended or 

updated from time to time). Depending upon the Services 

Customers buy from us, we may and you consent to us collecting 

Telecommunications Data about you including: 

• Transaction information relating to the use of the MedicCom
app, including route details (such as date and time, start and

finish locations, distance travelled), usage data on how

customers interact with the MedicCom app, including access 

dates and times, app features or pages viewed, browser

type, app crashes and other system activity;

• Device data on how customers interact with the MedicCom
app, including hardware models, device IP address or other

unique device identifiers, operating systems and versions,

software, advertising identifiers, device motion data and 

mobile network data; and

• Technical information and general analytics such as web

browser type and browsing preferences, Internet service

provider, referring/exit pages, date/time stamps, IP address,

time zone and geolocation data (if applicable), some of

which is collected automatically, arising from your use of our

websites or platforms, as well as information about your

usage of our websites or platforms when browsing.

HOW COLLECTION DATA IS COLLECTED 

MedicCom usually collects Collection Data when our customers 

interact directly with MedicCom. For example, MedicCom
collects information when our customers and members of staff 

provide information to MedicCom in person, by phone or email, 

or when customer details are entered on our websites or when 

you use the MedicCom app. 

MedicCom may also collect Collection Data, including from: 

• anyone authorised to act on a customer's behalf;

• MedicCom's employees, agents, contractors and suppliers;

• credit reporting bodies and credit providers;

• other telecommunication and information service providers;

and

• public sources.

HOW MEDICCOM USES COLLECTION DATA MedicCom uses 
Collection Data to the extent necessary to provide customers 
with Services and related support. In doing so, MedicCom may 
use Collection Data for related purposes as required in the 
normal course and scope of MedicCom's business, such as: 

• processing a customer's application;

• carrying out checks for credit-worthiness;

• provisioning or connecting each customer's Services;

• dealing with customer enquiries and providing customer with

customer support;

• managing each customer's Services, including account

management, billing, processing payments and collecting 

debts;

• investigating complaints and carrying out dispute resolution;

• administering MedicCom's agreement with each customer;

• product research and development, business planning and 

staff training;

• communicating with our customers about the Services; and

• informing our customer about special promotions that

MedicCom offers and which MedicCom thinks may be of

interest to customer, unless customer has requested

MedicCom not to do so. MedicCom may tell customer about

these services and offers via direct mail or electronic direct

mail. You may opt-out of receiving direct marketing at any

time by contacting MedicCom at privacy@mediccom.com.au
If MedicCom wants to inform its Customers about

promotions and news of third parties, it will not do so

without Customer's explicit prior consent.

We are also required by law to provide your name, address, 

telephone service number and other public number customer 

details to the manager of the Integrated Public Number Database 

(IPND) for the Approved Purposes. 

Approved Purposes means: 

a. providing directory assistance services, operator services or

operator assistance services;

b. publishing and maintaining public number directories;

c. providing location dependent carriage services;

d. the operation of emergency call services or assisting 

emergency services under Part 8 of the Telecommunications 

(Consumer Protection and Service Standards) Act 1999 (Cth);

e. assisting enforcement agencies or safeguarding national

security under the Telecommunications Act, the 

Telecommunications (Interception and Access) Act 1979

(Cth) or any other applicable legal requirement;

f. verifying the accuracy of information provided by the data

provider and held in the Integrated Public Number Database 

(IPND) against the information the data provider holds;

g. undertaking research of a kind specified in the 

Telecommunications IPND – Permitted Research Purposes 

Instrument 2007;

h. assisting the ACMA, or its nominee, to verify the accuracy

and completeness of information held in the IPND;

i. meeting our obligations to any Government Agency (for

example, the Australian Tax Office) or other law

enforcement bodies; and

j. any other purposes where permitted by the 

Telecommunications Act and any other applicable law

Unlisted service information is marked and controlled by the 

manager of the IPND to ensure that it is only used for the 

relevant Approved Purposes (unlisted numbers or suppressed 
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recipient is located in a country outside the European Union that 
does not have an adequate level of data protection from the 
perspective of EU data protection laws, MedicCom will ensure 
that the recipient complies with a level of data protection that is 
considered to be adequate from the perspective of EU data 
protection laws. You can request insight in the respective 
documents at privacy@mediccom.com.au. You are aware that 
the recipient in third countries is still subject to different 
domestic laws and regulations regarding privacy and the 
protection of personal data which may vary from European 
standards. 

HOW MEDICCOM RETAINS YOUR PERSONAL INFORMATION 
MedicCom will delete your personal information directly after 
the application process is finished unless you are employed 
afterwards at MedicCom or have consented to retention of your 
data for future employment offers. 

PART 3: VISITORS TO THE MEDICCOM WEBSITE This section 
applies to all visitors to the website 
www.mediccom.com.au or any other MedicCom website 
(Website). MedicCom Limited, the relevant MedicCom entity 
which operates the Website, is the relevant data controller under 
this Part 3 of the Privacy Policy. Where you are a customer, Part 1 
will apply in addition to this Part 3. Where you apply for a job 
with MedicCom, Part 2 will apply in addition to this Part 3. 

THE TYPES OF PERSONAL INFORMATION MEDICCOM COLLECTS 
MedicCom may collect and process the following data about you: 

• Information that you voluntarily provide to us via the 

Website: this may include your name, address, e-mail 

address and phone number and your financial and credit 
card information; and

• Information that MedicCom automatically collects about 
you:

o technical information, including the Internet 
protocol (IP) address used to connect your 
computer to the Internet, your login information, 
browser type and version, time zone setting, 
browser plug-in types and versions, operating 

system and platform; and

o information about your visit, including the full 
Uniform Resource Locators (URL) clickstream to, 
through and from our site (including date and 

time); products you viewed or searched for; page 

response times, download errors, length of visits 

to certain pages, page interaction information 

(such as scrolling, clicks, and mouse-overs), and 

methods used to browse away from the page and 

any phone number used to call our customer 
service number.

HOW YOUR PERSONAL INFORMATION IS 
COLLECTED AND HELD 

• Information that you provide to us: you may voluntarily 
provide us with information about you by filling in forms on 

the Website or by corresponding with us by phone, e-mail or 
otherwise. This includes information you provide when you 

register with the Website, subscribe to our Services and 

when you report a problem with the Website.

• Information that MedicCom automatically collects about 
you: With regard to each of your visits to the Website we 

may automatically collect information that is automatically 
transferred to us when you visit our Website as specified 

above.

HOW MEDICCOM USES YOUR PERSONAL 
INFORMATION 
MedicCom will use this information: 

• to enable you to use the Website and to provide our

Services;

• to administer the Website and for internal operations,

including troubleshooting, data analysis, testing, research,

statistical and survey purposes;

• to improve the Website to ensure that content is presented 

in the most effective manner for you and for your computer;

• as part of our efforts to keep the Website safe and secure;

and

• to measure or understand the effectiveness of advertising 

we serve to you and others, and to deliver relevant 

advertising to you.

MedicCom will use the above information only to the extent 
required for MedicCom's protected interests[7], or where this 
is necessary to provide requested Services to you[8]. 

HOW MEDICCOM SHARES YOUR PERSONAL INFORMATION 
We may share your personal information with suppliers and 
sub-contractors for the performance of our Services or where it 
is required to enable you to use our Website. 

We may also share your pseudonymized technical information 
(e.g. IP addresses) with selected third parties including 
MedicCom group companies including: 

• business channels for advertising purposes;

• advertisers and advertising networks that require the data

to select and serve relevant adverts to you and others; and

• analytics and search engine providers that assist us in the 

improvement and optimisation of our site.

MedicCom will share your pseudonymized technical information 

with these third parties including its group companies only where 

such transfer is justified under MedicCom's protected marketing 

and improvement interests[9]. You may object to such transfer of 

data by email to privacy@mediccom.com.au or by using a 

respective “do not track” tool in your web browser. For the 

above purposes, MedicCom will not share any directly identifying 

information (e.g. names, email addresses, etc.) without your 
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explicit prior consent except where this is necessary to provide 

any Services requested by you or to process any of your requests. 

MedicCom may further disclose your personal information to 

third parties: 

• in the event that we sell or buy any business or assets, in 

which case we may disclose your personal data to the 

prospective seller or buyer of such business or assets;

• if any MedicCom group company or substantially all of its 

assets are acquired by a third party, in which case personal 
data held by it about its customers will be one of the 

transferred assets; or

• if we are under a duty to disclose or share your personal 
data in order to comply with any legal obligation, or in order 
to enforce or apply our terms of use and other agreements. 
This includes exchanging information with other companies 

and organisations for the purposes of fraud protection and 

credit risk reduction.

MedicCom may share your information with parties that may be 
located in countries outside the European Union such as the 
United States, Australia, New Zealand, Singapore, Hong Kong, Sri 
Lanka the Philippines as well as member states of the European 
Union such as the United Kingdom. In case the recipient is 
located in a country outside the European Union that does not 
have an adequate level of data protection from the perspective 
of EU data protection laws, MedicCom will ensure that the 
recipient complies with a level of data protection that is 
considered to be adequate from the perspective of EU data 
protection laws. You can request insight in the respective 
documents at privacy@mediccom.com.au. You are aware that 
the recipient in third countries is still subject to different 
domestic laws and regulations regarding privacy and the 
protection of personal data which may vary from European 
standards. 

HOW MEDICCOM STORES YOUR PERSONAL INFORMATION 
MedicCom retains your personal information only to the extent 
this is required for the purpose it has been collected for and as 
required or permitted by law. 

PART 4: COOKIES 

COOKIES 
A cookie is a small file of letters and numbers that we store on 
your browser or the hard drive of your computer if you give 
your respective consent upon the first visit to our Website. 
Cookies help MedicCom to collect information about visits to 
MedicCom's websites for marketing and statistical purposes to 
improve the way MedicCom interacts with customers and with 
its other Website users. 

All accesses to pages on MedicCom's websites are “logged”. The 
logged information contains such things as a list of the pages 
accessed and the sort of browser used. This information is used 
to check for attempts at “hacking”, or other fraudulent activity, 
to indicate missing pages or other web server problems. 
MedicCom also uses it to provide general statistics such as the 
number of people viewing particular parts of the site. 

MedicCom uses cookies to authenticate customer access or to 
make sure customer is the same person over a given “session” 
time. MedicCom uses third party cookies (e.g. Google Analytics 
or Hubspot) to track how MedicCom's Website is used. We may 
provide a limited amount of your information to these third 
parties. 

You can usually remove or block cookies by using the settings in 
your browser, but this may affect your ability to use MedicCom's 
websites. 

Please note that third parties (including, for example, advertising 
networks and providers of external services like web traffic 
analysis services) may also use cookies, over which we have no 
control. These cookies are likely to be analytical/performance 
cookies or targeting cookies. 

PART 5: PROTECTION OF AND ACCESS TO PERSONAL 
INFORMATION HELD BY MEDICCOM 

HOW MEDICCOM PROTECTS YOUR PERSONAL INFORMATION 
MedicCom treats your personal information as confidential. 
MedicCom stores your personal information electronically and/
or in hard copy form. MedicCom takes a range of measures to 
protect the security of your personal information, including by 
storing electronic information in password-protected servers that 
are in restricted and monitored areas. MedicCom does not store 
credit card details on MedicCom's systems. 

HOW TO ACCESS AND CORRECT YOUR PERSONAL 
INFORMATION 
Your personal information can be accessed via your MedicCom 
account or by contacting MedicCom at 
privacy@mediccom.com.au 

MedicCom takes all reasonable steps to ensure that the personal 
information MedicCom holds about you is accurate, complete 
and up- to-date. You can access and correct most of your 
personal information (such as your contact details) using your 
MedicCom account. You can also contact MedicCom at 
privacy@mediccom.com.au if you wish to access or correct 
personal information that MedicCom holds about you. 

YOUR RIGHTS 
You have the right to ask us not to process your personal data for 
marketing purposes. 

You have the right to request information about the data we 
store[10], to demand the correction of incorrect data[11], and to 
demand its deletion[12] or the blocking or restriction of the 
processing of data[13]. You are also entitled to object to the 
processing of your data, provided the reason for the objection 
lies in your special situation and provided it is data we process to 
protect one of our protectable interests[14]. 

You can exercise the above rights at any time by contacting us at 
privacy@mediccom.com.au. 
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CONSENT 
If our data collection or processing is based on your consent, you 
may at any time freely withdraw your consent with effect for 
the future by email to privacy@mediccom.com.au. 

LINKS TO THIRD PARTY WEBSITES 
Our site may, from time to time, contain links to and from the 
websites of our partner networks, advertisers and affiliates. If 
you follow a link to any of these websites, please note that these 
websites have their own privacy policies and that we do not 
accept any responsibility or liability for these policies. 

Please check these policies before you submit any personal data 
to these websites. 

CONTACT MEDICCOM
If you have an enquiry regarding privacy, or you wish to raise a 
complaint, you can contact the Privacy Officer by email at 
privacy@mediccom.com.au. 

[1] E.G. by Art. 4 (1) of the GDPR.

[2] E.G. under Art. 6 para 1 lit b) of the GDPR

[3] E.G. under Art. 6 para 1 lit f) of the GDPR.

[4] E.G. under Art. 6 para 1 lit. a) of the GDPR.

[5] E.G. under Art. 6 para 1 lit c) of the GDPR.

[6] E.G. under Art. 6 para. 1 lit f) of the GDPR.

[7] E.G: under Art. 6 para 1 lit f) of the GDPR.

[8] E.G. under Art. 6 para 1 lit c) of the GDPR.

[9] E.G. under Art. 6 para 1 lit f) of the GDPR.

[10] E.G. under Art. 15 of the GDPR.

[11] E.G. under Art. 16 of the GDPR.

[12] E.G. under Art. 17 of the GDPR.

[13] E.G. under Art. 18 of the GDPR.

[14] E.G. under Art. 21 of the GDPR
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